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» Ensure reliability with products that are jointly engineered

THE SOLUTION ARCHITECTURE

The SWG reduces complexity and consolidates multiple functions
into a single web security services platform that dramatically
simplifies today's appliance mess. Trend Micro InterScan Web
Security Suite (IWSS) provides anti-virus, anti-malware, and anti-
spyware, with optional URL filtering and Applet/Active-X security.
It also blocks viruses and Trojans, and scans for worms hidden

in web pages and web-based email. IWSS 3.1is deployed on the
Crossbeam X-Series Next Generation Security Platforms to provide
comprehensive web threat protection and the performance and
reliability required by large enterprises.

THE CROSSBEAM SOLUTION: DIFFERENTIATED VALUE

Web-based attacks all have one thing in common: they have to
traverse the web gateway. To successfully secure their networks,
enterprises must deploy a secure web gateway that can scale to
meet the most onerous traffic demands while providing industry-
leading resiliency. The ultra-high performance and reliability of
the Crossbeam Next Generation Security Platform ensure that
network security teams deliver a safe end user Web experience
without sacrificing choice, security, or availability - delivering new
capabilities faster, with fewer devices, lower cost, and less staff.

COMPONENTS OF THE SECURE WEB GATEWAY

Crossbeam X-Series platform uses a patent-pending system

This “security appliance sprawl” drives the need for a architecture that consists of the chassis (X45, X80) and three
simpler and more effective content gateway deployment: the hardened components - the Network Processor Module (NPM), the
Crossbeam Secure Web Gateway (SWG). The SWG represents Control Processor Module (CPM), and the Application Processor
the convergence of the latest content protection technologies, Module (APM) - resulting in the industry's most highly available
blending sophisticated URL filtering with malware scanning that, and reliable, and best performing Next Generation Security

in turn, integrates P2P and bot-blocking, end-node remediation,

; ! Platform. The XOS™ operating system forms the basis for
proxy cache, decryption, and encryption.

integrating Trend Micro IWSS into the Crossbeam platform.
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APM-8650
IWSS Features Malware scan, URL Filtering, AAXS
Processors 1or 2 Quad Core CPU
Memory 4 GB standard, up to 16 GB optional
HDD Storage 10or 2120 GB RAID optional
Specifications APM-8650, dual processor, 16GB RAM
Max. Users 7500 to 15,000 depending on user type
L3 Proxy Mode Both explicit and transparent proxy modes supported
Advanced Features MLT/LACP Integrated dynamic routing (OSPF)

HTTP and FTP malware scanning

Spyware and grayware scanning
Anti-phishing

Layer 3 transparent proxy support
Optional URL filtering

LDAP support

IntelliTunnel filtering for IM blocking
System health monitoring

Outbound blocking of “phone home" traffic

Optional Applet and ActiveX Security
module (AAXS)

Role-based delegated administration

Damage control system collaboration
"hook"
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